


NIS 2 overview

NIS 2

Key Information

NIS 2 is an upgraded version of NIS 1 directive introduced in July 2016 on
security network and information systems

It introduces more stringent requirements for risk analysis, incident
handling, audits, and cyber education to boost the cybersecurity of
organizations

Compliance with the directive is essential for companies identified as part
of 18 Highly Critical and Critical Sectors, such as Energy, Transportation,
Finance, Health, Public Administration to name a few, covering 180k+
companies around the globe

NIS 2 will replace the existing NIS 1 directive from October 2024



What is necessary to upgrade to NIS 27 (,—/

KEY FACTS
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Increasingly complex

Cyber attacks are Complex cloud environments
. regulatory landscape
becoming more common need to be addressed > S
. . . requiring standardization
and more sophisticated security-wise

across sectors




NIS 2 vs NIS 1 in comparison

Main principles

More stringent
requirements
and more sectors
impacted

Is it for me?

The need to
secure business
and chain supply

continuity

Improving and
streamlining
reporting
obligations

More serious legal
repercussions for
ramification

Universally
enforced in all
European
Union states
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Industries addressed by NIS 2

HIGHLY CRITICAL SECTORS

ENERGY

SPACE

DRINKING &
WASTE WATER

IT SERVICE
MANAGEMENT

TRANSPORT

FIN MARKET
INFRASTRUCTURE

PUBLIC
ADIMINISTRATION

BANKING

HEALTH
SECTOR

DIGITAL
INFRASTRUCTURE

CRITICAL SECTORS

FOOD INDUSTRY

CHEMICALS

MEDICAL DEVICE
PRODUCTION

RESEARCH
ORGANIZATIONS

WASTE MANAGEMENT

POSTAL SERVICES

DIGITAL PROVIDERS
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Cybersecurity
Our key strengths

160+ security specialists

including experienced architects

150+ projects

in the IT security area

Partnerships Technologies
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Certified specialists

OSCP, CEH, CISSP, GIAC GCIH, GIAC GCFE,
CompTIA Security+

Secure project rooms

access control, 24/7 monitoring, security
mantraps, and more
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End-to-end support

from security assessment, solution design and
implementation to verification, monitoring
and incident response

Dedicated SOC team

working exclusively on your project
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How can Sii help with NIS 2 compliance roadmap?

NIS 2 compliance audit @

Risk Management services @

NIS 2

Sii Offering

Incident response and @
reporting

@ Threat detection and
monitoring

Cybersecurity education and

awareness

@ BCP design and implementation

54



How can Sii help you?

Cybersecurity services

) Is NIS 2.0 for you? We will perform a free-of-charge Quick Assessment of
your organization to assess whether NIS 2.0 applies to your company and
briefly define areas you will need to improve to be compliant.

® Conducting an Extended Assessment of your organization - allowing you to
identify the current security status and elements requiring improvement to
ensure compliance with regulatory requirements. Sii will prepare a
prioritized, detailed plan for necessary changes, taking into account
company specifics, existing solutions, and licenses held.

o) Implementation of changes - Sii will implement necessary changes and
support the process from both organizational and technical perspectives.

® Sii will provide operational support through custom Managed Service:

*  Third-party risk management - assessment and management of risks
related to cooperation with vendors

* SOC 24/7 — effective monitoring, detection, handling, and reporting of
security Incidents following global standards and NIS 2.0 regulation
requirements




Contact us
Detailed offering

There are many ways we can support your business. Let's find the best one together.

Dawid Jankowski

Cybersecurity Competency Center Director

Cvbersecurity services | Sii Poland
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https://sii.pl/en/what-we-offer/cyber-security/
https://sii.pl/en/what-we-offer/cyber-security/
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